
Is the data to be transferred identifiable (e.g., include any of the following 18 HIPAA identifiers)?

Any unique identifying number, characteristic, or code (e.g., assigned study code); Names; Address; Dates (except year); Ages over 
89 (except those grouped as age 90 or older); Phone numbers; E-mail addresses; Social security numbers; Medical record numbers; 

Fax numbers; Account numbers; Certificate/license numbers; Health plan beneficiary numbers; Vehicle identifiers and serial 
numbers, or license plate numbers; Device identifiers and serial numbers; Web Universal Resource Locators (URLs); Internet 
Protocol (IP) address numbers; Biometric Identifiers, including finger and voice prints; Full face photographic images and any 

comparable images

HIPAA does not apply, DUA 
not necessary for HIPAAWas patient 

authorization obtained 
for this disclosure?

Because authorization was obtained, a 
DUA is not required

Did the IRB or Privacy 
Board waive HIPAA 

authorization for this 
disclosure?

Because authorization was waived 
for this disclosure, a DUA is not 

required

Is the data being 
transferred to a 

commercial or international
 entity?

Is an agreement in 
place that outlines the 
transfer to the entity?

DTA is NOT required

DTA is NOT required

Is PHI limited only to one/more of the 
following?
 Geographic subdivisions smaller 

than a state
 Elements of dates (except year) 

related to patient

A DUA is NOT appropriate. Either an 
authorization must be signed by the patient 
OR the IRB must approve a waiver to share 

the PHI. 

Yes No

No

Yes

Yes

No
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Yes

No

Yes

Yes

No

Use DTA template

Use DUA template

Transfer of Data without Specimens

LEGEND

DUA – Data Use Agreement

DTA – Data Transfer Agreement
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